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~ubjecta structure of the Europe! ~ystem after the implementation 
of the Convention 

Thm d~leg~tion~ will find h~r~with ~ decumgnt from the Germ~n 
delegation for the ad hoc working group 'Europol'. 
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I introduction 

At the sitting of the European Council on 29 October 1993, the 
heads of states and government decided that the work on the 
Europol Convention should be completed by October 1994. 

A!!5 for the flIt llt'e wot'f( on t he Convent ion, it i IS neceseary to 
clarify the question of the structure of the system in the 
context of data protection requirements. The Project Team put 
forw~rd aom@ propos~l$ on this ~ubject in its document 3-1 of 10 
M~rch 1993. These proposals concern the storing and access of 
data, and propose a model for the central storing of data by 
Europol (Option 1, B of the accomp~nying document). 

It im th~ opinion of th~ Garm~n d~le~~tion th~t Europel would 
favour a model of centr~l data holding. Such a mod~l would have 
two compon~nts (logistic and physical), which could be realised 
gt"~d ll~ 11 y I 

- the first component would be known as 'Europol Datei' 
(Ellt'Opol d<l\ta\balSe). It wOllld consi~t of cel"ltt"al wot"k ,",nd research 
including 'soft' data. Such data would be handled exclusively by 
Europol itself, which would be responsible for data protection. 
Th~ immwdiate input ~nd retrieval of data would be done 
exclusively by Europol itself. 

- the other component, known here ~s the' information system' 
could be undertaken as the second step - and would be a limited 
information system of 'hard' data for the participating states, 
which c~yld f@~d d~tM into th~ $yut~m (6uch ~~ criminal record~, 

fQr' @)( ~I1lP l@) Q~' 1 i nt ~\··t·Ol:l!ol:It e' the sYfllt !lInl 01'"1 li nil? Hal'"S! the 
r~~ponsibility for data prot~ction would rest mainly with the 
±1'I:p",'it ~lCI§ stat i,;:.n.. ~ ~ ~~ ~t,~.) 
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With th~ help of working ~nd rese~rch d~t~ EUropol c~n s~fegu~rd 

it$ central p09ition in information, under Rrticle 2 of the 
convention, which authorizes the collecting, assessing and 
transmitting (to particip~ting states) of information in the 
sphere of crime. The aim of the Information System for the 
participating states is primarily to make information available 
quickly, rather than to rely on on-going enquiri.s for further 
knowledge. .' 

Fot' both liSystlDl'l1S, it is int!!nd~d th~t the~-e shol,.\ld be relevant 
provisionu in the Convention, to determine to what extent the 
police and customs ~re to be tied up in the system. 

The two componwntg will ~luo differ in ~B much ~5 they will b~ 

underpinned by separate technical requirements. 

In this ~yetem Europol would gather and store data in individual 
data bases? (Fallkomplexen). The data would be supplied by the 
participating states, third parties or obtained through the 
analysis of data, and stored. Europel could store the information 
in data form, but also additionally in files (actual retaining of 
files in Europol). The input or transmission of data would be 
done exclusively by Europol. An on line' input' or access by the 
participating states is not planned. The supply or transmission 
of information to the participating states or third parties would 
be exclusively as directed in the Convention, mostly by the means 
of electt-onic mai 1 (x 400), n10re than th~-ol..lgh the NC. A fast 
~-eaction tin1e should be aimed ~~t. A comp~-ehensive on line 
possibility of access must also be aimed at for all participating 
§t~t§§. eu~h ~~i~tQrm~tiQn ¢r1@nt~t§d @y§t~m which ~~ther~ d~t. 
on th~t ~c~l~ will t~nd to ~ncounter t~chnic~l ~nd l~g~l 
difficulties in what is n~qui~-ed of it. This is even mo~-e the 1 
c~~e in thi~ inst~nce bec~u~e the confidenti~l n~ture of the data 
'goes against the grain' of the on line access nature of such a 
c~ntr~lisad informMtion system. 



page 4 of German document 

a. Supply of data 

The data can be transmitted by request from participating state 
for 'further detail~', or without any such op~ning. Europel 
should cP.lsao be pt'tIl!'pat'ec:l to appt'otS\ch participating st:ates et' third 
pat't i es in ot'der to seek i nfermat ion. .' The t ransm i S5 i en can be 
don~ through electronic mail, (x 400). An immediate access by 
Europol of national data should net be planned, if only because 
the Europol officials are not 'on the spot' to use the national 
systems, nor to assess the data - without knwoledge of the files. 

b. Storing 

The $toring of data by Europol should then take plac~, all 
Europol and Convention r~quirements having been fulfill~d. Rn 
important stipulation, which should be won, would be that the 
data supplied should be giv~n separate storing, which could be 
used by the participating state. When considering these 
pr~r~quieitea, Europol ehould show determincP.tion but act in 
accordance with data protection. 
A bringing tog~ther of all the relevant data from the 
~~rticip~ting mt~t&~ would be with a view to avoiding the 
disproportionate cost of holding a parallel storing of data for 
the national data bases. Storing in a such a way, still beund up 
with technic~l and legal problems, makes it unnecessary that this 
data should be held in individual participating states, and make 
them are available every time they are requested by Europel er by 
participating states. 

rh~ ~dY~nt~~~ in limiting of the storing of data in this way by 
I:! t.1t'Opo 1 h t.\\llt t h~ Il:\c:I vau"lt; ~ g ~ t h ,~t , in PI"cI.'\Ct ice, t hen'a is sea t"ce 1 y 
any differ~nce betwewn national and new data. Similarly in the 
Europol-Datei stored data, there are a few Europel data. 

I 
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It i~ th. duty of p~rticip~ting st~tD~ to inform Europol of ~ny 
~mendments or correction~ to the data already stored (see also 
3c). Should the d~t~ b~se (storing) be d~$troy~d, then the data 
would ~lso be destroyed. To ensure that this does not occur, data 
from participating or third parties should be put on a specific 
database (Themenkomp 1 ex) , and that c:.:n'ch i ves ShOll 1 d be kept 
separately for a specified length of time. 

c. Transmission of data 

Th~ tr~n"miw~ien of d~t~ c~n tak~ plac9 ~s a t'esult of a request 
from p~rticip~tinQ or third mt~tm5, or ~s a result of an 
initiative from Europol. The requests from the participating 
mt~t9s will be ~djusted to the communication needs of Europol 
r~th.r th~n the NC. Thm NC often dispose of more knowledge on 
mot'li!! topics. It can therefot'e often answet' quest ions more flllly, 
~nd rmndmr a ruply from Europol ob~olete, or contribute to the 
replies it eivma (made po~~ible by the participating states). The 
~ame gO~$ for repli9$ in r~turn tranzmissions. 

Th~ requirements for the tr~nsmission of data from the 
participating and third states are to be laid down in the 
Convention. Rs third parties are to be understood not only as 
third countries but also intern~tion~l organisations. 

3. Data protection: apportioning responsibility 

a. i nt t'od llct ion 

The storing of data by Europol in 
of file6 raises the question 
t'!.i1lBpon!!libility. 

Europol Datei, and the keeping 
of apportioning data protection 

Europel c~rries the re~pon~ibility for the content of deletions, 
for the checking of time limits and the imparting of information. 
The participating states apply the duty to their sources, and 
Europol over the amendments or corrections following 
ins t t'llCt ions. 

In the ~v~nt of ~torin8 of dat~, then Europol has to apply the 
provisions in th~ Convention rel~ting to the checking of time 
limit~ ~nd d~l~tions - an area wher~ Europel will alao s~lf 
r-sglllt!!\t!ll. ShOllld c.1&\t;&\ btl>' deleted, it is IIp to the !'3llpplying 
p~rt1cip~ting .t~t~ to i~5u~ 1n$truction~ for cerr~ction~. 
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c. Duty to make and communicate corrections 

It is the duty of a participating state, when Euro~ol holds data 
which is incorrect, to remedy this without delay. E~ropol hae the 
data in question to correct. Should the data have already been 
passed to third parties, then Europol also has to advise them. 

d. I rnpart i rig i nformat i orl 

Requmsts for the gving of inform~tion must only be v~lidated by 
Europol. The requests must comply with the relevant provisions in 
the Convention. 

ta. Indemnific""tion 

Rpplication~ for campensaiton should only be made to Europol in 
~xtrn~l rRlationz ca~gm. In intmrn~l rel~tion5 - ca$es ~gainet 
the p~rticip~ting atates - legal remedies should be av~ilable 
whDn the ~pplic~tion for compensation aris~u from a mistake from 
one of those responsible. 

f. Red~'ess 

The Convention mUBt include provisions for the enforcement of 
provisions concerning ~cceS5 to information, corrections, 
deletions and indemnification. 

III Information System <criminal records) 

A §~cQnd gt~p would bu un in form~tion ay~tem for 'hard' data 
with ~n on lin~ input ~nd ~ccess for all participating states. 
TM. t~chnology invalv~d in this ~econd step would be 
con*id~r~b19. ThG ~tipulation~ for such an informatio ~ystem 
Mhould be rQgulated by the Convention. The decision to implement 
$uch ~ sy6tem would com!!l not only from the Convent on, and its 
realisa~ion would need the help of an authoritative body. 
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The input of data and the access to data from the participating 
states differ from that the Europol Datei on line system in a~ 
much as it could only be done through Europol itself. Basic dat~ 
only wOl.lld be stored in the system. For thi~ purpose, a 
standardised, uniform registration screen (screen display?) would 
be necessary, which would also takes into account and facilitates 
the language aspect of data handling. The following entries could 
t herl be made: 

- p~reon~l d~ta of convicted person~, and as far as necessary, 
identifying marks 

- pl~CH~ of ~dminimtration, 

numbet' 

- date of ct'ime 

- n~ture of crim~ and 

police station involved, and ct'ime 

- indications of ~v~il~bility of further knowledge from the 
cOllntt'y 

This data base, unlike th~ Schengen Information System, would 
not contain investigation data, only indications of existing 
concrete knowledge in the p~rticipating ~tates of Europol. The 
technical 'relationship'cf participating states with the 
Information System should take precedent over their relationship 
with the NC. In view of the ease of getting information from the 
system, the facilities for input and access should not be geared 
tot he lim ita t ion 0 f the N C . I n a fed e t' a I co un try the po s sib iIi t Y i I 
of accessing information from the depths of teh 
Landeskriminaemter (Land Criminal Investigation Offices) should 
b§ ~iv~~1 ~1t@~ cf .uthoriM~d in~ut ~nd .c~§w~ mu~t b. m~d~ known 
by the participating states. 

Th~ d~t~ entry com~s directly from thw participating states sites 
~uthori~ed by Europol. Tha pr~sumption being, that the data ar~ 
meant for the fulfillment of Europol's purpose . 

••• The pos~ibility remains of a reque~t for on-going enquiries. 

I 
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b. Transmission of data 

In accordance with the Convnetion, the tr~n$miseion of dat~ to a 
third party is possible through Europol or the individual 
participating states. Europol has $ought to bear these 
l"eq II i ~'eme/nt sin mind in t he Convent i on. In t he case of a 
reservation from ~n individual country, its accept~nce should be 
sought. 
Data from other parties should not' be obtained from the 
Informationn System without their consent in other national 
databes. Otherwise the quality of the data could no longer be 
guaranteed (in terms of its up to date ness, correctness and 
general contents). 

3. Responsibility for data protection 

~. inb'odllct ion 

Th~ data stored in the ~yatem re/m~in at the individual 'supply 
stations'. Amendments and deletions can be done there 
~Hclu5ively. The individual station carries the repsonsibility 
for data protection (irrespective of the data protection measures 
in operation at Europol level) for the carrying out of deletions 
~nd tim~ limit2 r~l~ting to them, etc. 

b. D~l9t iona e.nd t inH? limi ts 

The individual participating states are resposnible for the 
deletions and keeping to time limits, and for entering the data 
in the information system. The system could be set up in such a 
way, that it could distinguish between the different deletions 
from the individual participating states. Each aprticipating 
§t~t@ CQuld ch~ck th~ir d~t~ ~nd make deletions. Collective time 
limitu c~n be $~t for this purpoBe. 

c. Duty to make and communicate corrections 

E lll··C.~pO 1 co III d 
tha\t this hQ\d 
trcl.'\nmitt~d to 
of Em'opo 1 to 
co~'~'ect ion. 

correct incorrect data, should a station realise 
been t he case. 1ft hilS i nC'o~Tect clat a had bel') 
third parti~~ through Europol, then it is the duty 

contact the recipient of data and transmit the 
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d. Impart irq; of Ird'ornH'At iOYI 

Th9 impartin~ of inform~tion from the information ~ystem should 
be regulated in the $ame w~y ~s Europol- Datei. Because the dat~ 
remain the possession of the participati~g ~t~te6, there may be a 
possibility that data would be supplied not t~rough Europol 
before the station had had the opportunity to give ~ decision. 

e c!.\nd f 

ProviQion® d~l~i~~ with ind~mnific~tion and redress are al$o 
necessary in relation to this information system. 


