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The delegations will Ffinmd herewlth & document from the Bermarn
delegation for the ad hoc working group 'Euwropol?t.
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I introduction

At the gsitting of the Eurcopearn Council on 29 Dctober 1993, the
heads of states and goverrnmegnt decided that the work on the
Euwropol Convention should be completed by October 1994,

Az for the futwre work on the Convention, it is recesgary to
clarify the guestion of the gtructure of the system in the
context of data protection reqguirements. The Project Team put
forward some propowals on this subject {inm ite document 3~1 of 10
March 1993, These propomals concern the atoring and accesz of
data, and propose a model fo the central storing of data by
Europol (Optieon 1, B of the accomp&nylng document) .

It i the opinion af the Berman delepation that Europol would
favour a model of central data holding. Such & madel would have
two components (logistic and physical), which could be realised
gradually?

~ the firgt component would be hHnown as 'Europal Datei’
(Eurcpol databasa). It would consist of central work and research
including '"soft? data. Such data would be handled exclusively by
Euwropol itself, which would be responsible for data protection
The immediate input and retrieval of data would be dowve
exclugively by Europol itself,

~ the other component , known here as the 'information system’

could be undertaken as the second step — and would be & limited
information aystem of 'hard’ data for the participating states,
whieh eould feed data into the system (such as oriminal records,
for example) oy Vinterrogate! the system on lire. Here the
responaibility for data protectieon would rest mainly with the

Fhpedtdng—stations. AL, ¢ Al (Gel !
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With the help of working and research data EUropol can safeguard
ite central pogsition in  information, urider Article 2 of the
convention, which authorizes the collecting, assessing and
trangmitting (to participating states) of information 1in the
gphere of corime. The aim of the Information System for the
participating states is primarily to make information available
guickly, rather than to rely on on—-going enguiries for further

krowledge.

Faor both systems, it 1is intended that there should be relevant
provigions in the Convention, to determine to what extent the
police and customs are to be tied up in the systen.

The two compormante will alwo differ in as much as they will be
underpinned by separate technical reguirements.

Il Eurcpol dat@ (Work and Research data)

1. Fundamental structure of the data base

In this wsystem Eurapol wauld gather and store data in individual
data basesn? (Fallkomplexew). The data would be supplied by the
participating states, third parties or abtained through the
analysgis of data, and stored. Europol could store the infaormation
in data form, but also additionally in files (actual retaining of
tfiles im  Europol). The input or transmission of data would be
dorne exclusively by Eurcopol. An on line *input’ or access by the
participating states is not planned. The supply or transmission
of information to the participating states or third parties would
be exclusively as directed in the Convention, mostly by the means
of electronic mail (x  400), nmore than through the NC. A fast
reaction time should be aimed at. A comprehensive on line
possibility of access must also be aimed at for all participating
states. Bueh aninmformation orientated system which pathers data
on that acale will tend to encounter techrical awnd lepgal
difficulties in what is required of it. This is even more the
vase in this instance because the confidential nature of the data
'goes against the grain® af the on lime access mature of such a

cantralised information asystem.
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€. Processing and utilization of data

a. Supply of data

The data can be transmitted by request from participating state
for ' further details', or without any such opening. Europal
should also be prepared to approach participating states or third
parties in order to seek information. ‘The tranmsmission can be
done through electronic mail, (% 400). An immediate access by
Ewropal of national data should not be planmed, if only because
the Euwropol officials are not 'on the gpot' to use the national
ayatems, nor to assess the data - without knwoledpe of the files.

b. Storing

The storing of data by Euwopal ahould then take place, all
Euwropol and Convention requirements having been fulfilled. An
important stipulation, which should be won, would be that the
data supplied should be given geparate storing, which could be
used by the participating state. When considering these
prerequlisitas, Ewropol should show determination but  act in
accordance with data protection.

R bringing together of all the relevant data fraom the
participating states would be with & view to avoiding the
digpropartionate cost of holding & parallel storing of data for
the national data bases. Storing in a such a way, still bound up
with technical and legal problems, makea it unnecessary that this
data should be held in individual participating states, and make
them are available every time they are reguested by Europol or by
participating states.

The advantapge im limitinmg of the storing of data in this way by
Europol has  the advantapge that, in practice, there is gscarcely
any difference between national and new data. Similarly in the
Europol-Datei stored data, there are a few Eurcopol data.
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It i the duty of participating states to inform Europol of any
amendments or corrections to the data already stored (see also
3c). SBhould the data base (storing) be destroyed, then the data
would also be destroyed. To ensure that this does not cccur, data
fram participating or third parties should be put on a specific
databage (Themenkomplex), and that archives should be kept
separately for a specified length of time. '

Cc. Transmission of data

The transmission of data can take place as a result of a request
from participating or third states, or as a result of an
initiative from Europol. The requests from the participating
states will be adjusted to the communication needs of Euraopal
rather than the NC. The NC often dispose of more knowledge on
more topics. It can therefore often answer guestions more fully,
and rende & reply fram Europal obsolete, or contribute to the
replies it gives (made possible by the participating states). The
nama poes for replies in return tranemissions.

The requirements for the transmigsion of data fram the
participating anmd third states are to be laid dawn 1in the
Convention. A8 third parties are to be understood not aonly as
third countries but also international organisations.

3. Data protection: apporticrning responsibility

&. intraduction

The storing of data by Europol in  Euraopal Dateiy and the keeping
wf files raises the question of apportioning data protectiaon
responeibility.

Eurapol carries the responsibility for the content of deletiongs,
for the checking of time limits and the imparting of information.
The participating states apply the duty to their sowrces, and
Eurapol aver the amerndment s ar corrections fallowing
instructions.

be deletions and time limitw

In the event of storing of data, then Europol hag to apply the
pravisions in  the Convention relating to the checking of time
limits and deletions - an  area where Europol will also self
regulate. Should data be deleted, it i3 up to the supplying
participating state to issue Instructions for corrections.
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c. Duty to make and commuriicate correctiorns

It is the duty of a participatirg state, wheri Europcol holds data
which is irncorrect, to remedy this without delay. Europol has the
data iri guestior to correct. Bhould fhe data have already beern
passed to third parties, then Europocl alsoc has to advise them.

d. Imparting information

Requests for the pving of information must only be validated by
Euwropol. The requests must comply with the relevant provisiong in
the Conventian.

@2, Indemnification

Applicationes for compensaiton should only bhe made to Euwropol in
@xrirnal relationz cases. In  interneal relations - cases against
the participating states - legal remedies should be available
when the application for compeansation arises from a mistake from
one of those responsible.

f. Redress

Tha Convention must include provisioms forr the enforcement of
provisiong concerning [access to information, corrections,
deletions and indemnification,

II1 Information Syatem (criminal records)

1, Introdueotion

A second step would be an in formation system for Yhard' data
with an on line input and access for all participating states.
The tachrnology iwnvolved in this second step would be
consliderable. The stipulatioms for such an informatio system
should be regulated by the Convention. The decision to implement
puch a system would came rnot only from the Conventon, and its
realigation would reed the help of an authoritative body.
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2y Besic structure of tha date bage

The input of data and the access to data from the participating
states differ from that the Eurcopol Datei on line system ir ag
mach as it could only be dorne through Eurocpol iteself, PBasic data
only would be stored in the system. For this purpose, &
staridardised, uniform registration screen (screen display?) would
be recessary, which would also takes intoc account and facilitates
the larguage aspect of data handling. The following entries could

theri be made:

-~ persconal data of conviected pergons, and as far as necessary,
identifying marks

- places wof administration, palice mtation invelved, and crime
number

- date of crime

- nature of crime and

- indications of avallability of further HKnowledge from the
caountry

This data base, unlike the Echengen Information System, would
not contain investigation data, anly indications of existing
concrete knowledpge in the participating states of Euwropol. The
technical "relationship’ of participating states with the
Information System should take precedent over their relationship
with the NC. In view of the ease of getting informatiaon fraom the
system, the facilities for input and access should not be geared
to the limitation of the NC. In a federal country the possibility
of accessing information from the depths of teh
Landeskriminaemter (Land Criminal Irnvestigation Offices) should
be giver. Bites of authorimed irput and acoess must be made Khown
by the participating states.

Ba Frogessing and uwtilization of data

fa Data supply, storing and access

The data entry comes directly from the participating states smites
authorised by Europal. The presumption being, that the data are
meant for the fulfillment of Eurcpol’s purpose.

vvo The possibility remains of a request for on-going enquiries.
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b, Tranemission of data

In accordance with the Convnetion, the trangmiszsion of data to a
third party is possible through Europol or the individual
participating states. -Euraopol has gought to bear these
reguirements in mind in  the Convention. In the case of a
resarvation fram an individual country, its acceptance should be
saught. -

Data from other parties should neot” be obtained from the
Informatiorn System without their consent im  other national
databes. Otherwise the quality of the data could no longer be
guaranteesd {in terms of its up to date nesg, correctness and
general contents).

3. Responsibility for data protection
f. Introduction

The data stored in the system remain at the individual 'supply
stationa’. Amendments and deletionsg can be done there
exclugively., The individual station carries the repsonsibility
far data protection (irrespective of the data protection measures
in operation at Europal level) for the carrying out of deletions
and time limits relating to them, etc.

b. Deletiones and time limits

The individual participating states are resposnible for the
deletions and Keeping to time limits, and for entering the data
in the information system. The system could be set up in such a
way, that i1t could distinguish between the different deletions
from the individual participating states. Each aprticipating
Btate eould check their data and make deletiorms. Collective time
limity can be set for thig purpose.

. Duty to make and communicate corrections

Eurapal could correct incorrect data , should a station realise
that this had been the cazse. If this incorrect data had ben
tranmitted to third parties through Europol, then it is the duty
of Europol to contact the recipient of data and transmit the
carrection.
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d. Impartirng =f Information

The imparting of information from the information system should
be regulated in the same way as Europol- Datei. Hecause the data
remain the possegsion of the participating states, there may be a
possibility that data would be supplied wnot through Europol
before the station had had the opportunity to give g decision.

2 and f

Fravigions delaing with indemmification and redress are also
necessary in relation to this information systen.



